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(Health) Data Science Paradigm

Status Quo and Challenges

: Technical and Legal Constraints
Privacy From HIPAA and GDPR to the European
Concerns Health Data Space

High-Quality Big Data
The basis of modern knowledge extraction
processes and evidence generation

Data Sharing

Data

Processing Emerging Powerful Tools

Based on increased computational power
and sophisticated analytic tools

Data

, Digitalization and Automation
Collection

More data is being collected in a variety of
contexts and environments
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Health (Data Science) Paradigm

Planning Meaningful Research

Global Burden of Diseases

P fon. S i Policies, Community Measure impact,
revention, survetfiance Target-focused, Compare, Audit,
Priorities Global Efforts Reflect, Replicate
Definition Planning Evaluation
Situational Objectives Execution
Analysis Setting Resource allocation,
Aging, Comorbid, Specific, Measurable, ACt'Y'JE[y eIabgratlon,
Growing Population Actionable, Realistic, ntervention
Disability Timely
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Underlying Principles

FAIR PRINCIPLES

The principles refer to three types of entities:
data (or any digital object), metadata
(information about that digital object), and
infrastructure.

Ol0IO

Findable

Metadata and data should be easy to find
for both humans and computers.

Accessible

Once the user finds the required data, they need
to know how they can be accessed, possibly
including authentication and authorisation.

Interoperable

Data usually need to be integrated with other
data or to integrate with applications or
workflows for analysis, storage, and processing.

Reusable

Metadata and data should be well-
described so that they can be replicated
and/or combined in different settings.
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Personalization-Privacy Paradox

Expecting Better Predictions

Better diagnosis and treatment, improved patient safety,
continuity of care and improved healthcare efficiency
Demanding More Privacy '

Set up strict rules for the use of individual's non-identifiable health
data for research, innovation, policy and regulatory activities
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Synthetic Data

Generate artificial data from real data
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Only uses Uses multiple
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' « Data is analysed in a distributed way
 Only data from model parameters is
shared
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SERVER
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NODE 1
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Decentralized Learning: A Federated Approach
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A Friendly
Federated
Learning
Framework

A unified approach to federated learning,
analytics, and evaluation. Federate any workload,
any ML framework, and any programming language.
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Discussion

Active Challenges & Upcoming Work
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Communication &
Computational Cost

Privacy vs Prediction
Compromise

Regulation &
Laws

N
S

Interoperability,
Standardization

& Harmonization
Data Flow Protocols

& Cybersecurity
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Conclusions

Despite growing global health challenges,
research that fosters and empowers planning
will be of the uttermost relevance.

To do so, we often need high quality Big Data to
leverage powerful algorithms, which are
internally and externally valid.

To solve the conflict between privacy and better
performing health data models, new privacy
preserving technologies should be adopted.
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