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14h00: O essencial das questoes sobre protecao de dados e dados sensiveis
= Introducao ao Café com dados, Pedro Principe

14h10: Utilizacao de dados sensiveis para investigacao
= Rita Silva, Médica no IPO Porto e Investigadora no ICVS da Universidade do Minho

14h25: Grupos de discussao para identificacao das principais duvidas sobre dados sensiveis

14h40: Protecao de Dados e gestao de dados de investigacao
= Elisabete Castela, Encarregada da Protecao de Dados do Centro Hospitalar Universitario do Porto

15h00: Discussao em grupos sobre gestao da protecao de dados de investigacao
=  Grupos de discussao

= Gestao das questoes de protecao e dados sensiveis no plano de gestao de dados de um projeto,
Antodnia Correia

15h25: Notas finais — principais desafios e necessidades na minha instituicao...
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Data Protection and Ethics

This course helps you to get to grips with data protection and the ethics around responsible data sharing.
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5. Protect

This part of the tour guide focuses on key legal and ethical considerations in creating shareable
data.

We begin by clarifying the different legal requirements of the European Union Member States, and
the impact of the General Data Protection Regulation (GDPR) on research data management.

Introduction

Subsequently, we will show you how sharing personal data can often be accomplished by using a

combination of obtaining informed consent, data anonymisation and regulating data access. The This course covers data protection in particular and ethics more generally. It will help you understand the basic principles of

data protection and introduces techniques for implementing data protection in your research processes. Upon completing
this course, you will know:

supporting role of ethical review in managing your legal and ethical obligations is also highlighted
in this chapter.

what personal data are and how you can protect them
what to consider when developing consent forms
how to store your data securely

how to anonymise your data

o o o o

«Previous Next»

Main take-aways

Data protection and ethics

After completing this chapter you should:

Be aware of your legal and ethical obligations towards participants and be informed of the
different legal requirements of EU Member States;

Understand how protecting your data properly protects you against violating laws and
promises made to participants;

Understand the impact of the General Data Protection Regulation (GDPR; European Union,
2016a);

Understand how a combination of informed consent, anonymisation and access controls
allows you to create shareable personal data;

Be able to define what elements should be integrated into a consent form;

Be able to apply anonymisation techniques to your data;

Be able to answer the DMP questions which are listed at the end of this chapter and adapt
your own DMP.

https://www.cessda.eu/Training/Training-
Resources/Library/Data-Management-Expert-Guide/5.-Protect

www.fosteropenscience.eu/learning/data-protection-and-ethics
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The EU has strong regulations reg ng personal (e.g.

https://www.openaire.eu/sensitive-data-guide
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Welcome to the DARIAH ELDAH Consent Form Wizard
(CFW)!

Since the com nto effect of the General Data Protection Regulation (GDPR), humanities researchers have been unsure about how to do certain parts of

their research while considering their subjects’ right to privacy. The CFW is here to help

(What this tool is)

The aim of the CFW is ta support humanities researchers within the European Union in obtaining valid consent for data processing in the context of their
specific professional activity.

This tool will guide you through a questionnaire that will conseguently generate a GDPR-compliant form for obtaining consent from data subjects, tailored to
your specific purpose and the data categories you intend to collect.

Please be aware that the validity of the generated output will be dependent on the truthfulness and accuracy of the input you provide. Honest and

comprenensive answers will improve the guality of the results generated by the tool

After ring the questionnaire, the CFW will output & consent form template specifically tailored to your needs according to your answers in plain text
format. You will be able to use this text template for creating consent forms to print out and have signed by data subjects, or to include in online environments
Since we will not store the generated output ourselves, please make sure to save your generated consent form at a location of your choice. If yo! tio

praovide your result as an example for other CFW users, please send it to us at eldash@darizh.eu

(... and what it is not)

The consent forms provided by this tool will observe the Articles of the GDPR. In some instances, the tool will recommend that you obtain additional legal

advice.

https://consent.dariah.eu/

ts and Humanities
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= Elisabete Castela, Encarregada da Protecao de Dados do Centro Hospitalar Universitario do Porto

15h00: Discussao em grupos sobre gestao da protecao de dados de investigacao
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= Gestao das questoes de protecao e dados sensiveis no plano de gestao de dados de um projeto,
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Grupos de discussao para identificacao das principais
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https://dans.knaw.nl/en/data-expertise/
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DE INVESTIGACAO Como preparar os dados sensiveis para armazenamento e partilha

Ao armazenar dados sensiveis, a primeira preocupagao € encontrar uma
boa estratégia de seguranca para os dados. (MOOC Essencial GDI)

TECNICAS PARA PREPARAR OS DADOS SENSIVEIS
PARA ARMAZENAMENTO E PARTILHA

ARCHIVING AND PUBLISHING PERSONAL DATA

« Aanonimizacdo destrdi irreversivelmente qualquer forma de identificagdo da pessoa a quem os dados dizem respeito.
Para que os dados sejam verdadeiramente anénimos, a anonimizagdo deve ser irreversivel.

= Pseudonimiza¢do

* A pseudonimizagdo substitui a identidade do titular dos dados de tal forma que é necessaria informagdo adicional
para reidentificar o titular dos dados. No entanto, sdo legalmente considerados como dados sensiveis porque podem
ser associados de hovo a uma pessoa, mas é considerada como uma abordagem segura, uma vez que os
identificadores pessoais sdo armazenados noutro local.

o Encriptacao

* Aencriptagdo tornara os dados totalmente ininteligiveis para aqueles que possam tentar aceder aos mesmos.
Uma boa estratégia de encriptacdo deve utilizar uma encriptagdo forte e uma gestdo adequada da chave.

o Arquivamento sob uma licenca fechada

« Caso nenhuma das opc¢des anteriores estiver disponivel para o conjunto de dados, os dados devem ser arquivados sob
uma licenga fechada num Repositério confiavel.

Q

ETHNICITY

2

Y

SEXUAL ORIENTATION

CESSDA - Data Management Expert Guide Com b 2 ObenAlRE
https://www.cessda.eu/Training/Training-Resources/Library/Data- om base no gula Lpen

Management-Expert-Guide/5.-Protect/Ethics-and-data-protection https://www.openaire.eu/sensitive-data-guide
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GDPR
Principles
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+ Lawfulness, fairness,
transparency and accuracy

- Purpose limitation and
data minimization

+ Integrity and confidentiality

« Storage limitation
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- Integrity and confidentiality
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